
Quantum Key Distribution

May 20, 2025

Spyros Tserkis

stserkis@tuc.gr

Researcher

mailto:stserkis@tuc.gr


Preliminaries



3

Classical vs Quantum Properties

• A physical property is assumed to be a real-valued scalar
<latexit sha1_base64="VxrhFNf3o59wexLWEjE7cWkAwMg="></latexit>

1
<latexit sha1_base64="NUXEFC76DVnRyJE62Bjo82v0Lss="></latexit>

2
<latexit sha1_base64="OIex0w1hjooRAxEAhF4xkrqb3Og="></latexit>

3
<latexit sha1_base64="zGJPhgkcvIym1czVmByWzAlNNY4="></latexit>

0
<latexit sha1_base64="2tRhEb8bjcOG9JaY8C+aq56Rf8U="></latexit>�1

<latexit sha1_base64="GVSsOHtZHmsvwSz5qPyJAIvRnhM="></latexit>�2
<latexit sha1_base64="R7ZWQtCKVcFoB9ejcrjPEwjqwfE="></latexit>�3

<latexit sha1_base64="bXNTV9W06Oa/piclkK4nbm2m0Hs="></latexit>

R

• A classical property can be measured without disturbing another one. Mathematically, 
this is implied by the commutativity of scalar values:

<latexit sha1_base64="mXDHbLX544v050o87b26AN6sWEg="></latexit>

a · b = b · a

• A quantum property when measured does disturb the measurement outcomes of other 
properties. For that reason we need to represent the quantum properties with a 
mathematical object that in general does not satisfy commutativity, so a matrix:

<latexit sha1_base64="m3j7/zHBw3efY7tzLvo7UVVy4SQ="></latexit>

A · B →= B · A



4

Classical vs Quantum Properties

• The measured values of quantum properties are the eigenvalues of their corresponding 
matrices, also called observables

• Since physical properties need to be real values, quantum properties are represented by 
Hermitian matrices that have real eigenvalues

• Diagonal matrices commute, so the measured values of classical properties can be 
represented by the eigenvalues of diagonal matrices

vs

<latexit sha1_base64="qCE2L86B9rlBeIIKHkYC653Nlyk="></latexit>
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

<latexit sha1_base64="PuVJ9hAw77NSAnXRYXmwZAX+ofo="></latexit>



ω ω ω ω
ω ω ω ω
ω ω ω ω
ω ω ω ω
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Examples of Quantum Properties

photon

polarization electron spin current flowphoton


detection

• Property with two possible values
<latexit sha1_base64="EUX5hnzAEe4xcokiKLzqt/BhUdk="></latexit>
? ?
? ?

�

number of particles, 
e.g., photonselectron


excitation

• Property with finite possible values

<latexit sha1_base64="MdgDcCCruIeqPdzBn5LS3ckNB1M="></latexit>2

64
? . . . ?
...

. . .
...

? . . . ?

3

75

<latexit sha1_base64="0LeOqKQGBUer1OQsr8LLI7sK47g="></latexit>

1
<latexit sha1_base64="8oXtrWV7WHh/FSp3QLXhWtaYTMo="></latexit>

0
<latexit sha1_base64="HwTEhNJherKM/JEXKJcDh1K9J50="></latexit>

2
<latexit sha1_base64="VxHIayAYAd6abjv3OT2YSI6ffxY="></latexit>

�1
<latexit sha1_base64="RmHHUc2mCGct0FUvKh68Fp0o/QM="></latexit>

�2
<latexit sha1_base64="7K/81a/TwCxf3bsNeRwzjGE8bQo="></latexit>

�3
<latexit sha1_base64="lowE+HWLJhOD7UKG9Rbpv5ZOP0g="></latexit>

3

<latexit sha1_base64="U7CBldxgdyHwuOuMWR3eXvu4cSY="></latexit>x

position of a particle

<latexit sha1_base64="+RuYzwS7O5OJOxSxBoaVXzEMAIQ="></latexit>

t

wave amplitude

• Property with infinite possible values

<latexit sha1_base64="2FlfrSTaDkGD8jCQ/KRG35qqFp8="></latexit>2

66664

? . . . ? . . .
...

. . .
... . . .

? . . . ? . . .
...

...
...

. . .

3

77775
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The Pauli Matrices

photon

polarization electron spin current flowphoton


detection

• Property with two possible values
<latexit sha1_base64="EUX5hnzAEe4xcokiKLzqt/BhUdk="></latexit>
? ?
? ?

�

<latexit sha1_base64="352lWhsROLSN46Ydty3TrmoL22M="></latexit>

[X ,Y ]→ = XY →YX = 2ıZ
<latexit sha1_base64="dEBefsT0VDcu5lnx4l2BAQqtPHc="></latexit>

[Y ,Z ]→ = YZ → ZY = 2ıX
<latexit sha1_base64="k+UMdkeQih9bDknML9xfAkhCsbY="></latexit>

[Z ,X ]→ = ZX →XZ = 2ıY

<latexit sha1_base64="96eKuAZibSvunnM30xQviXBa8aY="></latexit>

Z =

[
1 0
0 →1

]<latexit sha1_base64="LcgaNF/4UZieNDAu/B2bIYc0TV0="></latexit>

X =

[
0 1
1 0

] <latexit sha1_base64="02MQN639UPHNHe3eImehxguNl0s="></latexit>

Y =

[
0 →ı
ı 0

]
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The Quantum State — Qubit

<latexit sha1_base64="96eKuAZibSvunnM30xQviXBa8aY="></latexit>

Z =

[
1 0
0 →1

] <latexit sha1_base64="cpaKZlaw2FThhqblyLW4pnpMB+s="></latexit>

=

[
1 0
0 0

]
→
[
0 0
0 1

]
<latexit sha1_base64="6DUKGlUN6NfPTtwLLxcHLfQIcVU="></latexit>

= |0→↑0|↓ |1→↑1|

When we measure the Pauli matrix Z we can get one of its two eigenvalues: 1 and -1, which 
correspond to two eigenvectors:       and

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→

<latexit sha1_base64="rMBuP3r1zlTw879ynwhSS5hXkMA="></latexit>

|0→ =
[
1
0

] <latexit sha1_base64="uAR/+ESeKpgxC1QZMo8ZGeXmaHU="></latexit>

|1→ =
[
0
1

]

<latexit sha1_base64="c9z+tMl/7cx4vuV8mVbeUNIsJdI="></latexit>

| i

<latexit sha1_base64="6zYi2BunqHqwpTji0AcILWX1HpM="></latexit>

a |0i
<latexit sha1_base64="W3bFqmtKGwNBTBqOtKHNb4X9sbY="></latexit>

|0i

<latexit sha1_base64="5AOhCGRbD/fV01650KSQfj7LwAk="></latexit>

b |1i

<latexit sha1_base64="3GR11jEjHxqUKtzi/cFtwQtJWdw="></latexit>

|1i

Superposition:
<latexit sha1_base64="GhQgaP0QntQ7xrQnT/dlrHGsVv4="></latexit>

| i = a |0i+ b |1i

<latexit sha1_base64="wwSmC2bj3M6NtL1ip5XpGS4uA8U="></latexit>

P(ω0)
<latexit sha1_base64="esxNaxyMxRcXvTaUuS0g5/NEJSY="></latexit>

P(ω1)
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The Quantum State — Qubit

When we measure the Pauli matrix X we can get one of its two eigenvalues: 1 and -1, which 
correspond to two eigenvectors:        and

<latexit sha1_base64="LcgaNF/4UZieNDAu/B2bIYc0TV0="></latexit>

X =

[
0 1
1 0

] <latexit sha1_base64="ejxBqBnmQd79/HdHyBJ0yY2XGXU="></latexit>

=
1

2

[
1 1
1 1

]
→ 1

2

[
1 →1
→1 1

]
<latexit sha1_base64="4hXQJKLgfsSwDyZzWRqI4aXDhso="></latexit>

= |+→↑+|↓ |↓→↑↓|
<latexit sha1_base64="89y5neXVof4cyUS6ggNVYcu8Q7E="></latexit>

|±→ = |0→± |1→↑
2

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="c9z+tMl/7cx4vuV8mVbeUNIsJdI="></latexit>

| i

Superposition:

<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→

<latexit sha1_base64="bH4nkxdYUtNfg2F5X7p8k9M4q4Q="></latexit>

b |→↑

<latexit sha1_base64="3OXkrUqHKGQcBZlhUVAHHhE8y7I="></latexit>

a |+→

<latexit sha1_base64="16dAJTkXVpKuFI2nKPpHVkCuLKc="></latexit>

|ω→ = a |+→+ b |↑→

<latexit sha1_base64="1867XXpOdPOo4oG4G1bH87HxW7U="></latexit>

P(ω+)
<latexit sha1_base64="iLcAGL5Nm+YcpvSQ96tBc1iUsj4="></latexit>

P(ω→)
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The Quantum State — Qubit

When we measure the Pauli matrix Y we can get one of its two eigenvalues: 1 and -1, which 
correspond to two eigenvectors:        and

<latexit sha1_base64="RAoszeYrZDPEzX7oshxlCDEeTBU="></latexit>

|±ı→ = |0→± ı |1→↑
2

<latexit sha1_base64="02MQN639UPHNHe3eImehxguNl0s="></latexit>

Y =

[
0 →ı
ı 0

] <latexit sha1_base64="MQ8VxRR/HlPDpoCtuwzQtwfNNCA="></latexit>

=
1

2

[
1 ı
→ı 1

]
→ 1

2

[
1 →ı
ı 1

]

<latexit sha1_base64="c9z+tMl/7cx4vuV8mVbeUNIsJdI="></latexit>

| i

Superposition:

<latexit sha1_base64="c39OjwZFVniuGPVGULXhgGqCdII="></latexit>

|+ı→

<latexit sha1_base64="AUJNe+81GFl1w1fabz0yKcqFfUs="></latexit>

|→ı↑
<latexit sha1_base64="XTP+4WM/s3MwrD1/WMZCALxpiuY="></latexit>

b |→ı↑

<latexit sha1_base64="lBBMnFmBpsUOdFrB5iNueG81bIc="></latexit>

a |→ı↑

<latexit sha1_base64="+/Apr4ds/UxwJ0AxY3ZEAt+25/c="></latexit>

|ω→ = a |+ı→+ b |↑ı→

<latexit sha1_base64="c39OjwZFVniuGPVGULXhgGqCdII="></latexit>

|+ı→
<latexit sha1_base64="AUJNe+81GFl1w1fabz0yKcqFfUs="></latexit>

|→ı↑

<latexit sha1_base64="H9/1IksfAImnTjLsxSoCY04a8QE="></latexit>

P(ω+ı)
<latexit sha1_base64="LikLZqENKJoIvZaA4injJAGam0c="></latexit>

P(ω→ı)

<latexit sha1_base64="JmwXd5ZMmEQV1PO3tW/o55VhHRA="></latexit>

= |+ı→↑+ı|↓ |↓ı→↑↓ı|
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Bloch Sphere

<latexit sha1_base64="py9Jo/x96H4j9LRyU3HalDtTjbY="></latexit>

| i

z
<latexit sha1_base64="tKYvmi43InCNg76mB67TA1gquT0="></latexit>

<latexit sha1_base64="zbANQ09AevFhY9mGbugiyut/IAQ="></latexit>

{|0→ , |1→}Z basis:
<latexit sha1_base64="Sh+44yP2AhhKe4yRp/UWtauc+vw="></latexit>

→0|1↑ = 0

<latexit sha1_base64="2nB69iBNsKjE+IViWdDRH6wexSE="></latexit>

|ω→ = cos
ε

2
|0→+ eıω sin

ε

2
|1→

<latexit sha1_base64="zbEfKcTnh8/SMFkAlFN7ilQU3ZE="></latexit>

→ ω

2
= 0

<latexit sha1_base64="eV7L4Gj1EJKjlowPZcXtk2zoHHk="></latexit>

|0i

<latexit sha1_base64="9PwIMCH2thIO9T9wxgQYcewwR30="></latexit>

→ ω = 0

<latexit sha1_base64="hlEsjJiXT2zk+236JdBCljaaE78="></latexit>

cos
ω

2
= 1

<latexit sha1_base64="qAuwnreQaX0pM1pNVazoV+fUtoc="></latexit>

|0→ :

<latexit sha1_base64="gVn0k6eZK/HaK1rWU9dSu3MuGDM="></latexit>

|1→ :
<latexit sha1_base64="6zg8VGQZUO4VlX4zQKtzUfuje80="></latexit>

cos
ω

2
= 0

<latexit sha1_base64="tli6e+wQZvnb6/4fY0qftFkwCGA="></latexit>

→ ω

2
=

ε

2
<latexit sha1_base64="2YlLyJUrCdtMj6tcsWfBK+ovv4w="></latexit>

|1i

<latexit sha1_base64="39W+hkJtd8XJcb+VaPr9w+VfM5E="></latexit>

→ ω = ε

y
<latexit sha1_base64="06U2AnBPMk4oPRvA0wWqS7j3kj4="></latexit>'

<latexit sha1_base64="qKOLOn7Qlh+Swuc0FZ7COIWCLbY="></latexit>

#
<latexit sha1_base64="NZBXpmW/5N8NDIpDbbfGHehnFU0="></latexit>

<latexit sha1_base64="py9Jo/x96H4j9LRyU3HalDtTjbY="></latexit>

| i

x
<latexit sha1_base64="c5dWXWFIdgO0qjGMFIC6wyFOC+k="></latexit>
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Bloch Sphere

<latexit sha1_base64="py9Jo/x96H4j9LRyU3HalDtTjbY="></latexit>

| i

z
<latexit sha1_base64="tKYvmi43InCNg76mB67TA1gquT0="></latexit>

<latexit sha1_base64="zbANQ09AevFhY9mGbugiyut/IAQ="></latexit>

{|0→ , |1→}Z basis:
<latexit sha1_base64="Sh+44yP2AhhKe4yRp/UWtauc+vw="></latexit>

→0|1↑ = 0

<latexit sha1_base64="2nB69iBNsKjE+IViWdDRH6wexSE="></latexit>

|ω→ = cos
ε

2
|0→+ eıω sin

ε

2
|1→

<latexit sha1_base64="eV7L4Gj1EJKjlowPZcXtk2zoHHk="></latexit>

|0i

<latexit sha1_base64="2YlLyJUrCdtMj6tcsWfBK+ovv4w="></latexit>

|1i

x
<latexit sha1_base64="c5dWXWFIdgO0qjGMFIC6wyFOC+k="></latexit>

y
<latexit sha1_base64="06U2AnBPMk4oPRvA0wWqS7j3kj4="></latexit>'

<latexit sha1_base64="qKOLOn7Qlh+Swuc0FZ7COIWCLbY="></latexit>

#
<latexit sha1_base64="NZBXpmW/5N8NDIpDbbfGHehnFU0="></latexit>

<latexit sha1_base64="py9Jo/x96H4j9LRyU3HalDtTjbY="></latexit>

| i

<latexit sha1_base64="SQaQDxN+YXuYRToW0YQ8OBQGnp4="></latexit>

{|+→ , |↑→}X basis:
<latexit sha1_base64="FxRl8BFvIkfd44b6Q2N0y8aR/ac="></latexit>

→+|↑↓ = 0

<latexit sha1_base64="89y5neXVof4cyUS6ggNVYcu8Q7E="></latexit>

|±→ = |0→± |1→↑
2

<latexit sha1_base64="BO8HGwUMq4tnv+9lgEPoOs9om8Y="></latexit>

→ ω

2
=

ε

4

<latexit sha1_base64="Cz8I7Tu25p5bYpdwSSk95eNUTB4="></latexit>

→ ω =
ε

2

<latexit sha1_base64="S7DjJrcPsjPqrh6DqBsGuP33xOY="></latexit>

cos
ω

2
=

1→
2

<latexit sha1_base64="GdNutlwduOf252ljC3k9oAAE/GU="></latexit>

|+→ :

<latexit sha1_base64="az40UTKv+c6Duw3l8WJf2u9DR6g="></latexit>

eıω = 1
<latexit sha1_base64="nQR+DhUtf5PR2egCDCMtC+VCjys="></latexit>→ ω = 0

<latexit sha1_base64="WAw1Gfb98Q+2FXTRiAG7o0ud38w="></latexit>

|+→

<latexit sha1_base64="e08P2OFWh+rim8b/We5c3SUeb0s="></latexit>

|→↑
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Bloch Sphere

<latexit sha1_base64="py9Jo/x96H4j9LRyU3HalDtTjbY="></latexit>

| i

z
<latexit sha1_base64="tKYvmi43InCNg76mB67TA1gquT0="></latexit>

<latexit sha1_base64="zbANQ09AevFhY9mGbugiyut/IAQ="></latexit>

{|0→ , |1→}Z basis:
<latexit sha1_base64="Sh+44yP2AhhKe4yRp/UWtauc+vw="></latexit>

→0|1↑ = 0

<latexit sha1_base64="2nB69iBNsKjE+IViWdDRH6wexSE="></latexit>

|ω→ = cos
ε

2
|0→+ eıω sin

ε

2
|1→

<latexit sha1_base64="eV7L4Gj1EJKjlowPZcXtk2zoHHk="></latexit>

|0i

<latexit sha1_base64="2YlLyJUrCdtMj6tcsWfBK+ovv4w="></latexit>

|1i

x
<latexit sha1_base64="c5dWXWFIdgO0qjGMFIC6wyFOC+k="></latexit>

y
<latexit sha1_base64="06U2AnBPMk4oPRvA0wWqS7j3kj4="></latexit>'

<latexit sha1_base64="qKOLOn7Qlh+Swuc0FZ7COIWCLbY="></latexit>

#
<latexit sha1_base64="NZBXpmW/5N8NDIpDbbfGHehnFU0="></latexit>

<latexit sha1_base64="py9Jo/x96H4j9LRyU3HalDtTjbY="></latexit>

| i

<latexit sha1_base64="SQaQDxN+YXuYRToW0YQ8OBQGnp4="></latexit>

{|+→ , |↑→}X basis:
<latexit sha1_base64="FxRl8BFvIkfd44b6Q2N0y8aR/ac="></latexit>

→+|↑↓ = 0

<latexit sha1_base64="89y5neXVof4cyUS6ggNVYcu8Q7E="></latexit>

|±→ = |0→± |1→↑
2<latexit sha1_base64="WAw1Gfb98Q+2FXTRiAG7o0ud38w="></latexit>

|+→

<latexit sha1_base64="e08P2OFWh+rim8b/We5c3SUeb0s="></latexit>

|→↑

Y basis:
<latexit sha1_base64="YcuQu+q/qSlV7NV2UlMwM8ztvhY="></latexit>

{|+ı→ , |↑ı→}
<latexit sha1_base64="pfLICF9FnY4wxiZ68jGNdnBmdYE="></latexit>

→+ı|↑ ı↓ = 0

<latexit sha1_base64="RAoszeYrZDPEzX7oshxlCDEeTBU="></latexit>

|±ı→ = |0→± ı |1→↑
2

<latexit sha1_base64="2D+hIvG87hOolXV+rjdyH9bwADw="></latexit>

|+ı→ :
<latexit sha1_base64="BO8HGwUMq4tnv+9lgEPoOs9om8Y="></latexit>

→ ω

2
=

ε

4

<latexit sha1_base64="Cz8I7Tu25p5bYpdwSSk95eNUTB4="></latexit>

→ ω =
ε

2

<latexit sha1_base64="S7DjJrcPsjPqrh6DqBsGuP33xOY="></latexit>

cos
ω

2
=

1→
2

<latexit sha1_base64="geijX+Ialm+YsguwW/Eoxjr6bHE="></latexit>

eıω = ı
<latexit sha1_base64="k8eDxNh0xZ+NCMrNhmh/FKMgV44="></latexit>

→ ω =
ε

2

<latexit sha1_base64="fO+grOIktUwGW3pCp++RTahmPjw="></latexit>

|+ı→
<latexit sha1_base64="BrMFYHPUuLRIAyaOo50N3fuRKAU="></latexit>

|→ı↑
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Randomness in Measurements

Let us have the state
<latexit sha1_base64="/kO7oGMpWwdaPSEg7SqNsKwQexs="></latexit>

|ω→ = 1↑
2
|0→+ 1↑

2
|1→

<latexit sha1_base64="jzbe1kl9Ave0/9y3p48VLowef58="></latexit>

= |+→

<latexit sha1_base64="f/LgCf2pZziH0Ipsye5ltF9hZyk="></latexit>

=

(
1→
2

)(
1→
2

)
<latexit sha1_base64="7zTYTEivU8VuJ8U/7sukhKB4AL0="></latexit>

=
1

2

<latexit sha1_base64="pnGiCmkGCM3eJQ/pgogtiQmAIfU="></latexit>

P(ω0) = →ε|!0 |ε↑
<latexit sha1_base64="nkt31GVoMsa9Bs66pMV0N4zkFPI="></latexit>

= →+|0↑ →0|+↑
<latexit sha1_base64="4NQBIKiN1x+0G7PwMmI54ebTmHo="></latexit>

=

(
→0|+ →1|↑

2

)
|0↓ →0|

(
|0↓+ |1↓↑

2

)

<latexit sha1_base64="rI1AHN5NfqohlViQdRgGnfhlvpo="></latexit>

=

(
→0|0↑+ →1|0↑↓

2

)(
→0|0↑+ →0|1↑↓

2

)

<latexit sha1_base64="py9Jo/x96H4j9LRyU3HalDtTjbY="></latexit>

| i

z
<latexit sha1_base64="tKYvmi43InCNg76mB67TA1gquT0="></latexit>

<latexit sha1_base64="eV7L4Gj1EJKjlowPZcXtk2zoHHk="></latexit>

|0i

<latexit sha1_base64="2YlLyJUrCdtMj6tcsWfBK+ovv4w="></latexit>

|1i

x
<latexit sha1_base64="c5dWXWFIdgO0qjGMFIC6wyFOC+k="></latexit>

y
<latexit sha1_base64="06U2AnBPMk4oPRvA0wWqS7j3kj4="></latexit>'

<latexit sha1_base64="qKOLOn7Qlh+Swuc0FZ7COIWCLbY="></latexit>

#
<latexit sha1_base64="NZBXpmW/5N8NDIpDbbfGHehnFU0="></latexit>

<latexit sha1_base64="py9Jo/x96H4j9LRyU3HalDtTjbY="></latexit>

| i

<latexit sha1_base64="WAw1Gfb98Q+2FXTRiAG7o0ud38w="></latexit>

|+→

<latexit sha1_base64="e08P2OFWh+rim8b/We5c3SUeb0s="></latexit>

|→↑

<latexit sha1_base64="fO+grOIktUwGW3pCp++RTahmPjw="></latexit>

|+ı→
<latexit sha1_base64="BrMFYHPUuLRIAyaOo50N3fuRKAU="></latexit>

|→ı↑ What is the probability of measuring the eigenvalue +1 of 
the observable     ?

<latexit sha1_base64="SU3PAolGU/veVmu1xwz/iEkBlN8="></latexit>

Z
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Randomness in Measurements

Let us have the state

What is the probability of measuring the eigenvalue +1 of 
the observable     ?

<latexit sha1_base64="jLRbBxj01Os9bIJ8n3T4u7FhI+k="></latexit>

Y

<latexit sha1_base64="gUdLMbv7AQigmwhwGv8CIyApFm0="></latexit>

P(ωı) = →ε|!ı |ε↑

<latexit sha1_base64="py9Jo/x96H4j9LRyU3HalDtTjbY="></latexit>

| i

z
<latexit sha1_base64="tKYvmi43InCNg76mB67TA1gquT0="></latexit>

<latexit sha1_base64="eV7L4Gj1EJKjlowPZcXtk2zoHHk="></latexit>

|0i

<latexit sha1_base64="2YlLyJUrCdtMj6tcsWfBK+ovv4w="></latexit>

|1i

x
<latexit sha1_base64="c5dWXWFIdgO0qjGMFIC6wyFOC+k="></latexit>

y
<latexit sha1_base64="06U2AnBPMk4oPRvA0wWqS7j3kj4="></latexit>'

<latexit sha1_base64="qKOLOn7Qlh+Swuc0FZ7COIWCLbY="></latexit>

#
<latexit sha1_base64="NZBXpmW/5N8NDIpDbbfGHehnFU0="></latexit>

<latexit sha1_base64="py9Jo/x96H4j9LRyU3HalDtTjbY="></latexit>

| i

<latexit sha1_base64="WAw1Gfb98Q+2FXTRiAG7o0ud38w="></latexit>

|+→

<latexit sha1_base64="e08P2OFWh+rim8b/We5c3SUeb0s="></latexit>

|→↑

<latexit sha1_base64="fO+grOIktUwGW3pCp++RTahmPjw="></latexit>

|+ı→
<latexit sha1_base64="BrMFYHPUuLRIAyaOo50N3fuRKAU="></latexit>

|→ı↑

<latexit sha1_base64="z3RZDXDPixpfbxdc9eFcisfqJ3g="></latexit>

|ω→ =
↑
3

2
|0→+ 1

2
|1→

<latexit sha1_base64="4BGgS38Zlu8qXhsvz1RuQ8r6vnI="></latexit>

=

(→
3

2
↑0|+ 1

2
↑1|

)
|ı↓↑ı|

(→
3

2
|0↓+ 1

2
|1↓

)

<latexit sha1_base64="KehIuXFmJ3Q6c7ojBETBZflQHvw="></latexit>

=

(→
3

2
↑0|+ 1

2
↑1|

)(
|0↓+ ı|1↓→

2

)(
↑0|↔ ı↑1|→

2

)(→
3

2
|0↓+ 1

2
|1↓

)

<latexit sha1_base64="IKrbHye4vOyrqWu81fwVBoZ1zxM="></latexit>

=

( →
3

2
→
2
+

ı

2
→
2

)( →
3

2
→
2
↑ ı

2
→
2

)
<latexit sha1_base64="6DmQgkg5Z4WNh4didRLe7IqQX7I="></latexit>

=
3

8
+

1

8

<latexit sha1_base64="wm6eCgdyZ2A83UL3WOydhAqTTwM="></latexit>

=
1

2

<latexit sha1_base64="eifsB1IFZIs6lLKCbUVcNwlC7XI="></latexit>

cos
ω

2
=

→
3

2

<latexit sha1_base64="coFCM3T2VMrpLd5mrj4nu+mCayk="></latexit>

→ ω

2
=

ε

6

<latexit sha1_base64="HjMqJQNbZ0Kxuz0rVcLB0w187ww="></latexit>

→ ω =
ε

3
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Randomness in Measurements

Let us have the state

What is the probability of measuring the eigenvalue +1 of 
the observable     ?

<latexit sha1_base64="jLRbBxj01Os9bIJ8n3T4u7FhI+k="></latexit>

Y

<latexit sha1_base64="gUdLMbv7AQigmwhwGv8CIyApFm0="></latexit>

P(ωı) = →ε|!ı |ε↑

<latexit sha1_base64="py9Jo/x96H4j9LRyU3HalDtTjbY="></latexit>

| i

z
<latexit sha1_base64="tKYvmi43InCNg76mB67TA1gquT0="></latexit>

<latexit sha1_base64="eV7L4Gj1EJKjlowPZcXtk2zoHHk="></latexit>

|0i

<latexit sha1_base64="2YlLyJUrCdtMj6tcsWfBK+ovv4w="></latexit>

|1i

x
<latexit sha1_base64="c5dWXWFIdgO0qjGMFIC6wyFOC+k="></latexit>

y
<latexit sha1_base64="06U2AnBPMk4oPRvA0wWqS7j3kj4="></latexit>'

<latexit sha1_base64="qKOLOn7Qlh+Swuc0FZ7COIWCLbY="></latexit>

#
<latexit sha1_base64="NZBXpmW/5N8NDIpDbbfGHehnFU0="></latexit>

<latexit sha1_base64="py9Jo/x96H4j9LRyU3HalDtTjbY="></latexit>

| i

<latexit sha1_base64="WAw1Gfb98Q+2FXTRiAG7o0ud38w="></latexit>

|+→

<latexit sha1_base64="e08P2OFWh+rim8b/We5c3SUeb0s="></latexit>

|→↑

<latexit sha1_base64="fO+grOIktUwGW3pCp++RTahmPjw="></latexit>

|+ı→
<latexit sha1_base64="BrMFYHPUuLRIAyaOo50N3fuRKAU="></latexit>

|→ı↑

<latexit sha1_base64="xyKdTtCV/Zsej3nYojDrZKqC3/w="></latexit>

|ω→ =
↑
3

2
|0→+ ı

2
|1→

<latexit sha1_base64="2PdReZFnkMdZt3d/3Bx27aAKP3Q="></latexit>

=

(→
3

2
↑0|↓ ı

2
↑1|

)
|ı↔↑ı|

(→
3

2
|0↔+ ı

2
|1↔

)

<latexit sha1_base64="CLi0TOw1kmaE6euY+mtcEBcwhyU="></latexit>

=

(→
3

2
↑0|↓ ı

2
↑1|

)(
|0↔+ ı|1↔→

2

)(
↑0|↓ ı↑1|→

2

)(→
3

2
|0↔+ ı

2
|1↔

)

<latexit sha1_base64="DATtV3FZVHoECxzaHiRM8dncpyc="></latexit>

=

( →
3

2
→
2
+

1

2
→
2

)( →
3

2
→
2
+

1

2
→
2

)
<latexit sha1_base64="+0J1PMiq865uNK00c8H41/ii6rs="></latexit>

=
3

8
+

1

8
+

→
3

4

<latexit sha1_base64="cdvbKuThIT2URg4FDQY1va9wKEE="></latexit>→ 0.933

<latexit sha1_base64="eifsB1IFZIs6lLKCbUVcNwlC7XI="></latexit>

cos
ω

2
=

→
3

2

<latexit sha1_base64="coFCM3T2VMrpLd5mrj4nu+mCayk="></latexit>

→ ω

2
=

ε

6

<latexit sha1_base64="HjMqJQNbZ0Kxuz0rVcLB0w187ww="></latexit>

→ ω =
ε

3

<latexit sha1_base64="9sez21QHGvsLXktli7saamV/sAU="></latexit>

eıω = ı
<latexit sha1_base64="ZpGsJtuQnQZ80wRP3YVEWMNuqjA="></latexit>

→ ω =
ε

2



Protocol BB84
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Classical Cryptography

01101011100101Message 01101011100101Message

11010010010110+ Key 11010010010110+ Key

Public Channel
10111001110011Encrypted text 10111001110011Encrypted text

Alice Bob

• the same size as the message

• used only once

• random

• securely distributed ? Quantum Key Distribution

Secure communication if the key is:
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Alice Randomizes Bits

Alice flips a coin to determine a random bit, 0 or 1.

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit 0 0 0 01 1 1 1 1 1
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Alice Randomizes Bases

Alice flips a coin to determine a random basis, Z or X.

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

0 0 0 01 1 1 1 1 1

Z Z Z Z ZZ XXXX
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Alice Sends States

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

0 0 0 01 1 1 1 1 1

Z Z Z Z ZZ XXXX

Bit-Base Z X
0

1
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
Using the mapping:

Alice
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Bob Randomizes Bases

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Bob’s random base

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

0 0 0 01 1 1 1 1 1

X

Z

Z

Z Z Z

Z Z Z

ZZ

X X X X X

XXXX

Bob flips a coin to determine 
a random basis, Z or X.

Alice Bob
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Bob Observes States

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Bob’s random base

Bob observes
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

0 0 0 01 1 1 1 1 1

X

Z

Z

Z Z Z

Z Z Z

ZZ

X X X X X

XXXX

<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→

Bob’s states collapse.Alice Bob
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Bob Creates a Bit-String

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Bob’s random base

Bob observes

Bob’s bits

<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

10 1 01 1 1 0 1 0

0 0 0 01 1 1 1 1 1

X

Z

Z

Z Z Z

Z Z Z

ZZ

X X X X X

XXXX

<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→

Bit-Base Z X
0

1
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
Using the mapping:

Alice Bob
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Alice and Bob Communicate 

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Bob’s random base

Bob observes

Bob’s bits

<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

10 1 01 1 1 0 1 0

0 0 0 01 1 1 1 1 1

X

Z

Z

Z Z Z

Z Z Z

ZZ

X X X X X

XXXX

<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→

Around half of the bits will be discarded 
because they measured in different bases.

Alice Bob
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Alice and Bob Communicate 

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Bob’s random base

Bob observes

Bob’s bits

<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

11 1 0 1 0

0 01 1 1 1

Z

Z Z

Z Z

Z

X X X

XXX

<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→

Around half of the bits will be discarded 
because they measured in different bases.

Alice Bob
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Alice and Bob Create a Secret Key 

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Bob’s random base

Bob observes

Bob’s bits

<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

11 1 0 1 0

0 01 1 1 1

Z

Z Z

Z Z

Z

X X X

XXX

<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→

Alice and Bob create an encrypted bit-string.Alice Bob
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There is an Eavesdropper at the System

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Eve’s random base

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

0 0 0 01 1 1 1 1 1

Z

Z

Z Z Z

Z

Z

Z Z

Z X

XX

XX

XXX

X

X

Eve will act as if she was Bob for AliceAlice Eve
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Eve observes states 

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Eve’s random base

Eve observes/sends

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→

0 0 0 01 1 1 1 1 1

Z

Z

Z Z Z

Z

Z

Z Z

Z X

XX

XX

XXX

X

X

Alice Eve Eve’s states collapse.
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Eve Creates a Bit-String

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Eve’s random base

Eve observes/sends

Eve’s bits

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→

0 0 0 0 01 1 1 1 1

0 0 0 01 1 1 1 1 1

Z

Z

Z Z Z

Z

Z

Z Z

Z X

XX

XX

XXX

X

X

Alice Eve

Bit-Base Z X
0

1
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
Using the mapping:
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Bob Randomized Bases

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Eve’s random base

Eve observes/sends

Eve’s bits

Bob’s random base

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→

0 0 0 0 01 1 1 1 1

0 0 0 01 1 1 1 1 1

X

Z

Z

Z

Z Z Z

Z

Z Z Z

Z

Z Z

Z

X X X X X

X

XX

XX

XXX

X

X

Alice BobEve Bob flips a coin to determine 
a random basis, Z or X.
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Bob Observes States

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Eve’s random base

Eve observes/sends

Eve’s bits

Bob’s random base

Bob observes
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→

0 0 0 0 01 1 1 1 1

0 0 0 01 1 1 1 1 1

X

Z

Z

Z

Z Z Z

Z

Z Z Z

Z

Z Z

Z

X X X X X

X

XX

XX

XXX

X

X

Alice BobEve Bob’s states collapse.
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Bob Creates a Bit-String

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Eve’s random base

Eve observes/sends

Eve’s bits

Bob’s random base

Bob observes

Bob’s bits

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→

10 0 01 1 1 1 1 1

0 0 0 0 01 1 1 1 1

0 0 0 01 1 1 1 1 1

X

Z

Z

Z

Z Z Z

Z

Z Z Z

Z

Z Z

Z

X X X X X

X

XX

XX

XXX

X

X

Alice BobEve

Bit-Base Z X
0

1
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
Using the mapping:
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Detecting Eavesdropping

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Eve’s random base

Eve observes/sends

Eve’s bits

Bob’s random base

Bob observes

Bob’s bits

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→

10 0 01 1 1 1 1 1

0 0 0 0 01 1 1 1 1

0 0 0 01 1 1 1 1 1

X

Z

Z

Z

Z Z Z

Z

Z Z Z

Z

Z Z

Z

X X X X X

X

XX

XX

XXX

X

X

Alice and Bob compare 
bases halving the bit-string. 

Alice BobEve
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Detecting Eavesdropping

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Eve’s random base

Eve observes/sends

Eve’s bits

Bob’s random base

Bob observes

Bob’s bits

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→

10 1 1 1 1

0 01 1 1 1

0 01 1 1 1

Z

Z Z

Z

Z Z

Z

Z

X X X

X

XX

X

X

X

X

Alice and Bob compare 
bases halving the bit-string. 

Alice BobEve
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Detecting Eavesdropping

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Eve’s random base

Eve observes/sends

Eve’s bits

Bob’s random base

Bob observes

Bob’s bits

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→

10 1 1 1 1

0 01 1 1 1

0 01 1 1 1

Z

Z Z

Z

Z Z

Z

Z

X X X

X

XX

X

X

X

X

Alice and Bob compare half of the 
remaining bits to detect Eve’s presence.

Alice BobEve
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Detecting Eavesdropping

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Eve’s random base

Eve observes/sends

Eve’s bits

Bob’s random base

Bob observes

Bob’s bits

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→

10 1 1 1 1

0 01 1 1 1

0 01 1 1 1

Z

Z Z

Z

Z Z

Z

Z

X X X

X

XX

X

X

X

X

Alice and Bob compare half of the 
remaining bits to detect Eve’s presence.

Alice BobEve



37

Detecting Eavesdropping

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Eve’s random base

Eve observes/sends

Eve’s bits

Bob’s random base

Bob observes

Bob’s bits

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→

10 1 1 1 1

0 01 1 1 1

0 01 1 1 1

Z

Z Z

Z

Z Z

Z

Z

X X X

X

XX

X

X

X

X

Alice and Bob compare half of the 
remaining bits to detect Eve’s presence.

Alice BobEve



38

Alice and Bob Create a Secret Key 

Bit index 1 2 3 4 5 6 7 8 9 10

Alice’s random bit

Alice’s random base

Alice sends

Eve’s random base

Eve observes/sends

Eve’s bits

Bob’s random base

Bob observes

Bob’s bits

<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="i8brnF30NG5FxqqI9BmQusnQipM="></latexit>

|0→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑

<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="g+Hx8mnF7ZSTH800IrwhvkKNR9Y="></latexit>

|→↑
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="dtx6G+5MVKKNm4Wf+9pSFuLcDtk="></latexit>

|+→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→
<latexit sha1_base64="B2OTeC9e5rhEUuceQLG5hWn15bE="></latexit>

|1→

10 1 1 1 1

0 01 1 1 1

0 01 1 1 1

Z

Z Z

Z

Z Z

Z

Z

X X X

X

XX

X

X

X

X

Alice and Bob create an encrypted bit-string.Alice BobEve
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QKD — Summary

• Quantum cryptography offers advantage in key distribution

• An eavesdropper cannot copy Alice's state due to no-cloning theorem

• Alice and Bob sacrifice half of their bits to align their bases

• Alice and Bob sacrifice half of their remaining bits to detect Eve

• Eve's detection happens probabilistically



Entanglement
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Composite Systems — Entanglement

Answer: No!

Can we always decompose 
a given vector into a 
tensor product of vectors?

<latexit sha1_base64="r7qm0EL4J1H+A+ZODvCaL1AWmTc="></latexit>
?
?

�
⌦

?
?

�
<latexit sha1_base64="oVHFZauJz/c1gBXWRFycVRNtgnk="></latexit>2

664

?
?
?
?

3

775

<latexit sha1_base64="5d9o3eNm4h5+ZisGBzPW8iRzSKk="></latexit>

?

<latexit sha1_base64="1AlY7SPfUDgRWEED4toLbrcCdZQ="></latexit>

| i = | i(1) ⌦ | i(2) =

c0
c1

�
⌦


d0
d1

�
<latexit sha1_base64="Q/UUa/X/V8xE4OEpof6N3J5z7Q0="></latexit>

=

2

664

c0


d0
d1

�

c1


d0
d1

�

3

775

<latexit sha1_base64="8+BrAEt6X8cK66exiYav98bmuIo="></latexit>

=

2

664

c0d0
c0d1
c1d0
c1d1

3

775

Composite states:
<latexit sha1_base64="oEFJQNU7z32V0067O5TiMNw1O4Y="></latexit>

| i(1) =

c0
c1

�
= c0 |0i+ c1 |1i

<latexit sha1_base64="1VM6Me3pbdRl9v+qj38njsuwn3E="></latexit>

| i(2) =

d0
d1

�
= d0 |0i+ d1 |1i

(Bell state)
<latexit sha1_base64="G4y110lTy29UCbiMAuWGQNRnoz0="></latexit>

|iji = |ii ⌦ |ji
convention

<latexit sha1_base64="kvcDjz+v+0p6mo4/UAwkuaaI9X0="></latexit>

|!→ = 1↑
2
(|0→ ↓ |0→+ |1→ ↓ |1→) = 1↑

2





1
0
0
1




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How Do We Detect Entanglement?

<latexit sha1_base64="uQ+Vi4i64uCfIzy9a69qIr0G37s="></latexit>

|ω→ =
2∑

i

2∑

j

cij |i→ ↑ |j→Schmidt Decomposition. Any bi-partite state with
<latexit sha1_base64="cLRMzKlZW0uTk5wekRx2AsTECjc="></latexit>

cij → C

<latexit sha1_base64="lWTjW67Ta35FfPrHLKMZwTyg7EA="></latexit>

{|i→}, {|j→}

and

being orthonormal bases, can be re-written as

with real coefficients and orthonormal bases
<latexit sha1_base64="/Q9B1deCRkbsKKYg5zfcsJBCHQs="></latexit>

{|ei→}, {|hi→}
<latexit sha1_base64="CepT9inkTY+AoFu6Ru9AZ9fF/e4="></latexit>

si → R

<latexit sha1_base64="O5CbT0N/tf/ck1YhwIY5wsAfPPY="></latexit>

|ω→ =
2∑

k

sk |ek→ ↑ |hk→

A quantum state is entangled if and only if there are two non-zero Schmidt coefficients.
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Schmidt Decomposition — Proof

<latexit sha1_base64="uQ+Vi4i64uCfIzy9a69qIr0G37s="></latexit>

|ω→ =
2∑

i

2∑

j

cij |i→ ↑ |j→

singular 
value 

decomposition

<latexit sha1_base64="+H2/HLbD9+Xt1uIoiKNmfpMNlUM="></latexit>

{
<latexit sha1_base64="+H2/HLbD9+Xt1uIoiKNmfpMNlUM="></latexit>

{

<latexit sha1_base64="+H2/HLbD9+Xt1uIoiKNmfpMNlUM="></latexit>

{<latexit sha1_base64="ApnCNICQGlNdf6D9/LejedgT4EY="></latexit>

|ek→
<latexit sha1_base64="/E/6gsygcYd/8uAtakCpTf3NzMU="></latexit>

|hk→

<latexit sha1_base64="aeaNwHLUEcyy5crt272qbyBo0wE="></latexit>

=
2∑

k

sk |ek→ ↑ |hk→

<latexit sha1_base64="jTjEvURWCMO7Bnb3PalRtOlhfgo="></latexit>

=
2∑

i

2∑

j

2∑

k

uik · sk · v→jk |i→ ↑ |j→

<latexit sha1_base64="sja/NPiWiZwgK7oKeM5K7wVQcIc="></latexit>

=
2∑

k

sk

[
2∑

i

uik |i→
]
↑




2∑

j

v→jk |j→





<latexit sha1_base64="uZ4BCdvqqveppuqJEEvxDOfRUU0="></latexit>

C =

[
c00 c01
c10 c11

]

<latexit sha1_base64="VAjNHzJqNWVgi/mIYdJ96fPOquo="></latexit>

=

[
u00 u01

u10 u11

]
·
[
s0 0
0 s1

]
·
[
v00 v01
v10 v11

]†

<latexit sha1_base64="JZFaUZ847e8nvbyPoR5USET6Lkk="></latexit>

U
<latexit sha1_base64="sG8n5UKnsT9pN/Q7XUDkbwVhaxk="></latexit>

S
<latexit sha1_base64="cA3Fcv5Sx+Bx9HPs5q7TScWg/yg="></latexit>

V †
<latexit sha1_base64="+H2/HLbD9+Xt1uIoiKNmfpMNlUM="></latexit>

{
<latexit sha1_base64="+H2/HLbD9+Xt1uIoiKNmfpMNlUM="></latexit>

{
<latexit sha1_base64="+H2/HLbD9+Xt1uIoiKNmfpMNlUM="></latexit>

{
eigenvectors of

<latexit sha1_base64="ZV/+5WICmgXVlLLGoTZXH7P+fjA="></latexit>

CC †
<latexit sha1_base64="x6WHLTAuY9Qg4b3w+29JKheamT4="></latexit>

C †Ceigenvectors of

square root of the eigenvalues of
<latexit sha1_base64="x6WHLTAuY9Qg4b3w+29JKheamT4="></latexit>

C †C
<latexit sha1_base64="ZV/+5WICmgXVlLLGoTZXH7P+fjA="></latexit>

CC † or
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Schmidt Decomposition — Examples
<latexit sha1_base64="PZ/1zs2qVNrxrm1lAZOtnCo6oJs="></latexit>

|ω→ = |1→ ↑ |1→
<latexit sha1_base64="c6moQ1TgaFQIcK4c88QSt/Ob6qI="></latexit>

= 0 · |0→ ↑ |0→+ 1 · |1→ ↑ |1→

<latexit sha1_base64="8jvfd2USI9ZoyZhNa6gwPO8Wp5E="></latexit>

= 0 · |+→ ↑ |+→+ 1 · |↓→ ↑ |↓→

<latexit sha1_base64="3jMtAxBEY5ndJxfDV/LJBDIXyEA="></latexit>

|+→ = |0→+ |1→↑
2

<latexit sha1_base64="Cd/cC/7Lz6PxF+FTSItw82GJqiQ="></latexit>

|→↑ = |0↑ → |1↑↓
2

<latexit sha1_base64="sfzer/QtPJiviANRmUFqgbnwK4Y="></latexit>

|ω→ = 1

2
|0→ ↑ |0→ ↓ 1

2
|0→ ↑ |1→ ↓ 1

2
|1→ ↑ |0→+ 1

2
|1→ ↑ |1→

<latexit sha1_base64="DwNUE72v/SCxJISoohc2vUPf2gA="></latexit>

|ω→ = 1 +
↑
6

2
↑
6

|0→ ↓ |0→+ 1↔
↑
6

2
↑
6

|0→ ↓ |1→+
↑
2↔

↑
3

2
↑
6

|1→ ↓ |0→+
↑
2 +

↑
3

2
↑
6

|1→ ↓ |1→

<latexit sha1_base64="N2v4nYl+807fR4fjfcgBKO5WRUY="></latexit>

|e0→ =
1↑
3
|0→+

↑
2↑
3
|1→

<latexit sha1_base64="M1DjPeppk7A1FWL8NdZgb80WlKs="></latexit>

|e1→ =
↑
2↑
3
|0→ ↓ 1↑

3
|1→

<latexit sha1_base64="DxhepeftScb2pToTW99p7vNHksE="></latexit>

|h0→ =
1↑
2
|0→+ 1↑

2
|1→

<latexit sha1_base64="T0VOKvojY/+lHY54kcGitvKdKTY="></latexit>

|h1→ =
1↑
2
|0→ ↓ 1↑

2
|1→

<latexit sha1_base64="V4zSaKPE9D8hvROF034L7/aZKz8="></latexit>

=
1

2
· |e0→ ↑ |h0→+

↓
3

2
· |e1→ ↑ |h1→
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<latexit sha1_base64="YQ0WdiVu/4QewLUGQXrQf1npbmY="></latexit>

|!→ = 1↑
2
(|0→ ↓ |0→+ |1→ ↓ |1→)

<latexit sha1_base64="pUf5I8ljIxPkMlFMzdvQsWUGTUM="></latexit>

=
1→
2
(|+↑ ↓ |+↑+ |↔↑ ↓ |↔↑)

<latexit sha1_base64="3jMtAxBEY5ndJxfDV/LJBDIXyEA="></latexit>

|+→ = |0→+ |1→↑
2

<latexit sha1_base64="Cd/cC/7Lz6PxF+FTSItw82GJqiQ="></latexit>

|→↑ = |0↑ → |1↑↓
2

<latexit sha1_base64="3F3OTZ9NFX2OH0ZVz1AFmtBolxc="></latexit>

=
1→
2
(|i↑ ↓ |i↑+ |↔i↑ ↓ |↔i↑)

<latexit sha1_base64="DhmkYgPggtNs4++97u1QWl6ZVbY="></latexit>

|→i↑ = |0↑ → i |1↑↓
2

<latexit sha1_base64="gEf/x12Z6ciSPGDjyrX/K1ZhGJ4="></latexit>

|i→ = |0→+ i |1→↑
2


